
Lecture 4 :

today

• Talk more about Maximal

Leakage
- Criticisms of Mutual

Information

- Extensions of Maximal
Leakage

• Functional Representation
Lemma

- Motivation

- Proof



Motivation :

U - X - .ET
Maximal leakage :
- control a measure of leakage
from ✗ to Y

, 2 (✗ →T)

Alternative Approach :
- Require perfect secrecy
for U

.

Write ICU
°

,
's)=o
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Secrecy by design
"

Perfect secrecy

No information
No information leakage

for a_ny function
of ✗ Leakage for

one

specific function

Maximal Leakage

" Grand theory "

ficx )
✗

→
:

some information
÷Leakage is OK , Given a family of functions,

but lets control it.
could we control the leakage ?

for every function could you have
U zero leakage ?



Feasibility (Mechanism design )

Lemma : ( Functional Representation
1×131141 lemma)
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( i) ICU ; -0=0
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Comments :

- Could also study U- X-Y

then it may be
infeasible to

construct Y Sit . ICU;Y)=0
and If ✗ST)>o

- Strong FRL where we bound

ICX ; Y) Q also
constructions

for continuous
R

-V .

- My work w/ FRL we bound

HCY) for compression



Proof : (By example) ✗ = { xf, Pa}
U = { U , , Ua}Pxu
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Py ,✗u ( Yi I Xi ,
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Proof ( FR L) :
← quantizationof V

( X ,u) - v - Y
④ uniform on (0,1)

and independent of U

• Assam w.l.org . ✗ =L 1 , . . , 1×1}
and let Xu = { ✗ : Paul ✗Iu) >0}

• For each well
,
✗ C- ✗ u define

Kx,u=F×µ( ✗ In)=P[ ✗ex/ U=u]
② CDF of ✗ given U=u

and Ko,u=O it UEU .

• ✓ = ✓ [ Kyu , Kyu)←V[a.ñ)uniform
R-V . On§ R.V.
[a ,ñ )

Ñ=ma✗{ ✗ c- Xu V40} : ✗ <X}

• Fvlu ( Vtu) = Fu ( v) = { V ,
veal

0
,
0.W.

and so V13 U are independent



• Next is = You Lex { Kas}

Y = min { y c-Y : Vey}

8
so condition 117 holds by DPI

31 (3) holds

•g( u ,g) = argon in { Kyu :#Kyu}
✗ C- Xy

4
this shows (2)

☒



Properties :

(1) sequential composition
IX. a) → T → I

ICU;Y)=o ⇒ ICU ; -57=0

Holds by DPI

(2) Parallel composition
ICU ; 47=0(Ku) -9T,

→ Ya ICU ; Ya)=o

YK I u ; he)=0

then ICU,☒=?o
Instead

IX.4) → T, I( 40,41=0
→ Ya ICU; 42171=0
n - I

→ The ICU ; he IYK")=o

then ICU ; the 1=0


